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1. EXECUTIVE SUMMARY 
 
1.1. The purpose of this report is to provide the Audit, Pensions, and Standards 

Committee with: 
 

a) An oversight of the authority’s processes to facilitate the 
identification and management of its significant business risks. 

b) Summary of the Q2 2016/17 Corporate and Service Risk Registers. 
c) Summary of the benchmarking exercise of Risk Management 

undertaken in the quarter. 
d) Oversight of the council’s revised Risk Management Policy and 

Strategy document.   
 
1.2. The report enables the Audit, Pensions and Standards Committee fulfil part of 

its functions as set out in the Committee’s terms of reference, to review the 
Risk Management arrangements of the authority. 

 
2. RECOMMENDATIONS 

 
2.1. The Committee is asked to:- 

 note the contents of the report; 



 consider the corporate and service department risks (Appendices 
4 and 5 of the attached paper) that the Committee want to 
scrutinise; and 

 request the risk owner(s) requiring further scrutiny provide a 
detailed update on the treatment and mitigation of the risk 
including impact on the corporate objectives at its February 
meeting; 

 endorse the 2017 2020 Risk Management strategy, Appendix 1 
 
3. REASONS FOR DECISION 

 
3.1. The Council’s Risk Management Policy and Strategy are reviewed and 

refreshed every three years to keep upto date with changes introduced by 
professional institutions, local policy, statutory instruments, or 
recommendations from Internal or External Audit.  
 

3.2. Changes were made to previous Strategy document to reflect the Financial 
Reporting Council guidance on Risk Management Internal Control and related 
Business and Financial Reporting in 2014. Sections 4 and 5 of their document 
addressed two key areas; 

 Establishing the Risk Management and Internal Control Systems; 

 And monitoring and review of the Risk Management and Internal 
Control Systems. 

 
3.3. In September 2016 CIPFA, the Chartered Institute of Public Finance and 

Accountancy and SOLACE, the Society of Local Authority Chief Executives 
made additional changes to the preparation of the council’s Annual 
Governance Statement that impact on Risk Management. Their guidance 
document, published in September 2016, applies to the 2016 2017 financial 
year, consequently changes to the Council’s Risk Management Policy and 
Strategy document are necessary to enable the Council to continue to meet 
the requirements of this updated advisory document. A draft of the Council’s 
Risk Management Policy and Strategy document is attached for consideration 
and approval of the Audit, Pensions, and Standards Committee. 
 

4. PROPOSAL AND ISSUES  
 
Risk Management Policy and Strategy 
 

4.1. All organisations face risks in everything that they do but by the proper 
management of its risks, the Council can benefit by reducing their 
significance; either by reducing the level of impact, or making the risk less 
likely to happen. Over the last few years, the use of Risk Management as a 
tool in the public sector has gained strength as the appreciation of how Risk 
Management can be used as a technique for delivering an efficient and 
effective service to all its stakeholders. This is demonstrated in revised 
guidance issued by CIPFA / SOLACE, “Delivering Good Governance in Local 
Government”, which references the need for effective management of risks 
and suggest how authorities can use Audit Committees to support a 
framework for effective systems of internal control. 



 
4.2. The Council has already established a well-developed formal Risk 

Management framework and processes supported by a Risk Manager. A 
Shared Service Risk Management Policy and Strategy was previously agreed 
but this has now expired and is due for review. The Policy and Strategy forms 
part of the council’s Corporate Governance process and contributes to its 
compliance with Financial Regulations and Procedures as well as the 
Accounts and Audit Regulations 2015 (as amended). It is also a key part of 
the council’s Annual Governance Statement which is approved by the Audit, 
Pensions, and Standards Committee in September each year alongside the 
Annual Accounts. 
 

4.3. Whilst the Senior Leadership Team has overall responsibility for the Council’s 
approach to risk management and internal control, their responsibilities 
extend to ensuring the design and implementation of appropriate risk 
management and internal control systems is undertaken. These must identify 
the risks facing the council and enable the Senior Leadership Team to make a 
robust assessment of the principal risks. This will include determining the 
nature and extent of the principal risks faced and those risks which the 
Council is willing to take in achieving its strategic objectives, determining its 
“risk appetite”. Both the Financial Reporting Council and CIPFA/Solace agree 
the Leadership Team should decide how the principal risks should be 
managed or mitigated to reduce the likelihood of their incidence or their 
impact. 

 
4.4. The Leadership’s process of monitoring and reviewing, and satisfying itself 

that risk management and internal control are functioning effectively and that 
corrective action is being taken where necessary are undertaken through the 
annual review of Risk Management undertaken by Internal Audit and the peer 
review by another council of the Internal Audit service. 

 
4.5. The risk management and internal control systems encompass the policies, 

culture, organisation, behaviours, processes, systems, and other aspects of 
the Council that, taken together facilitate its effective and efficient operation by 
enabling it to assess current and emerging risks, respond appropriately to 
risks and significant control failures and to safeguard its assets; 

 help to reduce the likelihood and impact of poor judgement in 
decision-making; 

 risk-taking that exceeds the levels agreed by the board; human 
error; or control processes being deliberately circumvented; 

 help ensure the quality of internal and external reporting; and 

 help ensure compliance with applicable laws and regulations, also 
with internal policies with respect to the conduct of business. 
 

4.6. In order that the above requirements continue to be met the council’s Risk 
Management Policy and Strategy document has been reviewed and updated 
in consultation with Officers across services and is attached as Appendix 1 for 
the Committee to review.  
 
Benchmarking risk management 



 
4.7. Committee had previously requested that a review of the council’s Risk 

Management arrangements was undertaken to compare the service and risks 
against other local authorities and organisations. In order that these two 
objectives were met the council’s Risk Manager reviewed the Risk 
Management arrangements and risks across Greater London councils and 
utilised the most recent Federation of European Risk Managers (FERMA) 
benchmarking report produced in collabration with Marsh, AIG, EY, Chubb 
and XL Catlin published in 2016. A summary of results of the FERMA review 
and of London Councils Risk Management are re-produced in Appendices 2 
and 3 of the report. 

 
Responsive risk management 
 

4.8. The Risk Manager was recently alerted and responded to two potential 
business interruption matters, the planned IT move of the network from 
HFBP/Agilysys to BT and the closure of the Council’s Interpretation and 
Translation Service Provider, CITAS. Service Resilience Groups were set up 
to co-ordinate the Council’s response. Risk exposures were identified and 
mitigations agreed addressing the principal risks to the business. The 
contingency planning that took place prior to these two events resulted in 
smooth transitions to new service providers and minimal disruption to the 
business. 

 
 
 
 
 
5. OPTIONS AND ANALYSIS OF OPTIONS  

 
5.1. The report is brought quarterly to provide the Committee with an oversight of 

the authority’s processes to facilitate the identification and management of its 
significant business risks. 
 

6. CONSULTATION 
 

6.1. The Council’s risk management process is implemented across Directorates, 
Business Units, and Projects. On a quarterly basis each Directorate review 
and updates the risks captured on their risk registers and adds any new or 
emerging risks. 
 

6.2. New risks and key changes to current risks are discussed and challenged at 
Directorate and Corporate Management Team meetings. Annually each 
directorate is encouraged to undertake a full risk review in support of the 
submission of a Management Assurance Statement. 

 
6.3. Key risks are included within relevant Directorate and Divisional Risk 

Registers and are also reported to Audit, Pensions, and Standards 
Committee. This reporting format ensures that the council’s risk management 
framework remains embedded and the reporting of risks remains “live” across 



the organisation. Further information on risk reporting can be found in the 
council’s risk management strategy 2017-2020 to be issued in January 2017. 
 

7. EQUALITY IMPLICATIONS 
 

7.1. There are no equality or diversity issues arising from this report. 
 

8. LEGAL IMPLICATIONS 
 

8.1. The Council has a responsibility for financial management under the Accounts 
and Audit Regulations (2015) which requires the Council to have a sound 
system of internal control, which includes arrangements for the management 
of risk. The Council is also required to conduct a review at least once a year 
of its systems of internal control. This report and the enclosed documents 
assist the Council’s compliance with this requirement. 

 
9. FINANCIAL IMPLICATIONS 

 
9.1. The Risk Manager reports annually on risk management activity undertaken 

to the council’s insurers. Demonstrating to the insurers that the risk 
management process is embedded is an important factor in attracting the best 
possible prices for its insurable risks. The duty of disclosure is now a “duty of 
fair presentation” under the Insurance Act 2015. Benefits of any savings from 
the tendering process contribute to the Management of Budget risk, risk 
number 1 on the council’s corporate risk register. 

 
10. IMPLICATIONS FOR BUSINESS 

 
10.1. There are no direct implications for business arising from this report. 
 
11. OTHER IMPLICATION PARAGRAPHS 

 
RISK MANAGEMENT 
 

11.1. The expectations of CIPFA/SOLACE and the Financial Reporting Council are 
that the systems of risk management and internal control should include: risk 
assessment; management or mitigation of risks, including the use of control 
processes; information and communication systems; and processes for 
monitoring and reviewing their continuing effectiveness. 
 

11.2. The risk management and internal control systems should also be embedded 
in the operations of the council and can respond quickly to evolving business 
risks, whether they arise from factors within the council or from changes in the 
business environment. These systems should not be a periodic compliance 
exercise, but instead as an integral part of the council’s day to day business 
processes. 

 
12. BACKGROUND PAPERS USED IN PREPARING THIS REPORT 

 



No. 
 

Description of 
Background Papers 

Name/Ext of holder of 
file/copy 

Department/ 
Location 

1 CIPFA / SOLACE, “Delivering 
Good Governance in Local 
Government” 

Michael Sloniowski, Risk 
Manager, 020 8753 2587 

Internal Audit, 
Fraud, Risk and 
Insurances 
 
Royal Borough 
of Kensington 
and Chelsea, 
Kensington 
Town Hall. 

2 FERMA 2016 Review of Risk 
Management 

Michael Sloniowski, Risk 
Manager, 020 8753 2587 

Internal Audit, 
Fraud, Risk and 
Insurances 
 
Royal Borough 
of Kensington 
and Chelsea, 
Kensington 
Town Hall. 

3 Service Resilience Group, 
Agenda, and Minutes 

Michael Sloniowski, Risk 
Manager, 020 8753 2587 

Internal Audit, 
Fraud, Risk, 
and Insurances 
 
Royal Borough 
of Kensington 
and Chelsea, 
Kensington 
Town Hall. 
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1. Introduction 

 

1.1. The Council has to manage risk and make the most of opportunities to 

ensure successful delivery of outcomes. Effective risk management allows 

key risks and opportunities to be identified, understood and proactively 

managed. Good risk management leads too improved strategic, operational 

and financial management and improved customer services. 

 

1.2. The purpose of risk management is to support effective decision making by 

dealing with risk in a way that is visible, repeatable and consistent. A 

meaningful risk management process will provide the Council with a better 

understanding of risks and their likely impact. In turn, this helps to ensure it 

makes cost effective use of a process that is based on a series of well-

defined steps. 

 
 

 

 

 
 

1.3. Risk is often thought of in terms of a threat or a negative impact but can also 

be considered as a potential opportunity or a positive impact for example 

seeking the best returns from a Council’s investment, improving the 

environment or health or facilities within our communities. Risk management 

is the term which refers to the systematic application of principles, approach 

and processes to identify and assess risks and then to plan and implement a 

suitable response. 

 
 
 
 
 

Context for risk management 

 
1.4. Risk management is a continuous process that supports the development 

and implementation of the strategy of the Council. It methodically addresses 

all the risks associated with all of the activities of its services. In all types of 

undertaking, there is the potential for events that constitute opportunities for 

benefit (upside), threats to success (downside) or an increased degree of 

uncertainty. 

 

 

 

The purpose of this Risk Management Strategy is to outline the 

Council’s risk management approach, responsibilities, procedures, 
monitoring and Governance arrangements at the same time ensuring 

that risk is appropriately managed in line with the Accounts and Audit 
regulations 2015.  

 

Definition of risk: The Council defines risk as the ‘effect of 

uncertainty, positive or negative, on the delivery of objectives’. 
 



Vision 

 

1.5. We will use risk management across the Council to create, optimise and 

protect value by managing our business risks so that we maintain high quality 

and low cost services to the local taxpayer. 

 

Mission 

 
1.6. Our mission is to create a comprehensive approach to anticipate, identify, 

prioritise, manage and monitor the portfolio of business risks impacting our 

Council. To achieve this, we will put in place the policies, common processes, 

competencies, accountabilities, reporting and enabling technology to execute 

that approach successfully. 

 

Objectives 

 
1.7. The Council’s risk management objectives over the next three years are to 

continue to maintain a strategic and consistent approach to risk management 

to ensure better informed decision making. We will achieve this by; 

 

 setting the ‘tone from the top’ on the level of risk we are prepared to 

accept; 

 

 developing appropriate competencies across the council to effectively 

manage risk; 

 

 embedding risk management processes into how we run council 

services to help us achieve the council’s priorities and outcomes; 

 

 developing a culture of well-measured risk taking, including setting risk 

ownership and accountabilities and responding to risk in a balanced 

way, considering the cost of control measures; 

 

 Training and development plays an important role in ensuring risk 

management roles and responsibilities are understood and risk 

management is properly embedded into processes and culture 

through awareness raising, challenge and promoting best practice 

through continuous improvement and learning. A priority will be a 

refresh of risk management training for risk champions, risk owners, 

and partners and; 

 

 meeting all statutory requirements, adhering to best practice in relation 

to risk management. 

 



 

Aims  

 
1.8. The aims of the council’s risk management approach are to achieve better 

quality decision-making, as it seeks to reduce costs while ensuring the 

delivery of high quality services. We will achieve this by;  

 

 ensuring our approach to risk management is proportionate to the 

decision being made;  

 creating an environment where risk management happens as an 

integral part of planning, commissioning, programme, project and 

performance management processes;  

 

 providing visibility of risks and the actions being taken to mitigate 

against them to members, residents and our partners and;  

 

 acknowledging that even with good risk management, things can go 

wrong. We will capture and use the lessons learnt to try and prevent 

this happening again.  

  



 

2. Risk Architecture 

 

2.1. The Council’s risk architecture, (fig.1) defines how information on risk is 

communicated throughout the Council. This risk strategy document defines 

the overall objectives that the Council is trying to achieve with respect to risk 

management. The risk protocols are the systems, standards and procedures 

that are put in place in order to fulfil the defined risk strategy. This risk 

architecture forms part of the overall risk management framework, the 

framework in turn is part of the overall risk governance arrangements within 

the Council. 

Figure 1. The Council’s risk architecture (illustration); 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Senior Leadership Team 
 Overall responsibility for risk management. 
 Ensures risk management is embedded into all processes and activities. 
 Reviews the Council’s risk profile. 
 Agrees risk appetite and tolerance. 

 

Audit Pensions and Standards Committee 
 Receive routine reports from the Risk Manager and Service Departments. 
 Approves the Risk Management Strategy. 
 Oversees risk management structures and processes. 

Service Departments 
Prepare and update the 
Service level risk register. 
Monitor Programmes and 
Projects and risk 
improvements. 
Build a risk aware culture 
within their Service. 
Officers report on risk in 
Cabinet Reports and to Policy 
and Accountability 
Committees. 
 

 

Risk Manager  
 Develops the risk management policy and keeps it up to date. 
 Documents the internal risk policies and structures. 
 Co-ordinates the risk management activities. 
 Compiles risk information and prepare reports for the Senior Leadership Team and 

Audit, Pensions and Standards Committee. 
 

Internal Audit 
 Provides 

independent 
assurance on 
the Council’s 
risk 
management 
arrangements 

 Uses the risk 
registers to 
inform the 
Annual Audit 
Plan. 

 

Risk Specialists (Contributors) 
 Insurances, loss control and risk 

transfer to Insurers, manage 
claims. 

 Business Continuity and 
Emergency Planning, Scenario 
Planning, Documenting and testing 
contingencies. 

 Health and Safety, compile risk 
information and prepare reports for 
the Senior Leadership Team. 

 Information management, 
governance and security. 

 Procurement. 
 Corporate Fraud. 
 Finance, Treasury and Pension 

Fund Management. 
 



2. Risk Management Principles 

 

2.1. The Council is committed to managing the risks and uncertainties related to 

its business. Its approach is founded on the following principles (fig.2), which 

are critical success factors for effective risk management; 

 Figure 2. The principles of risk management; 

 

•Cabinet, Audit Pensions and Standards Committee, 
Members and senior   managers support, own and lead on 
risk management. 

Leadership 

•Risk management is the responsibility of every person in 
the organisation and should be embedded in everyone’s 
thinking, behaviour and actions. 

Responsibility 

•Each risk is assigned to a specific person at an early 
stage for each risk identified, through risk registers at 
Corporate, Service and Programme level.  

Ownership 

•The Council has taken an explicit decision on its risk 
appetite in key areas and this informs its approach to the 
management of risk throughout the organisation. 

Clarity 

•Risk management is a key element of the Council’s 
corporate governance  programme management and 
performance management. 

Integration 

•The Council takes an open and receptive approach to 
solving risk problems. Openness 

•Decisions about risk are grounded in evidence wherever 
possible and a record kept of what factors were taken into 
account. 

Evidence based 

•Risk management and mitigation activity is proportionate 
to the risk identified and is effective, affordable and 
appropriate. 

Proportionate 

•Regular monitoring, reporting and review of risk, will be 
undertaken and carried out by Services, Management 
Teams, and Audit Pensions and Standards Committee.  

Monitoring and 
Review 

•Risk management policies and processes and the benefits 
of effective risk management are available to all staff, 
with clear communications when any significant changes 
to processes or the approach is made. 

Communication 



The Risk Management Process 
 

2.2. It is not the intention that the keeping of risk management records should 

become overly bureaucratic or burdensome. However, adequate records 

need to be kept so that the information is available for decision making, 

necessary advice for managers is accessible and confirmation can be 

provided to auditors that necessary controls have been correctly 

implemented. 

 

2.3. The key elements in effective risk management are to: 

 

identify risk - includes considering risks in context, how they could affect the 

objectives of the Council or a Service and describing them in enough detail to 

ensure a common understanding. 

analyse and assess risk - includes ensuring that risks can be ranked in 

terms of estimated impact, how soon they are to occurring and gaining an 

understanding of the associated level of risk. 

control (treat) risk - includes describing how to respond appropriately to 

identified risks and then authorising, monitoring and controlling these 

responses. 

 

Figure 3. The key elements of risk management; 

 

 



 

3. Risk Management Protocols  

Risk Registers  

 

3.1. The council currently uses Risk Registers as its primary method of 

identifying and recording risks. They seek to quantify the likelihood of the 

risk occurring and the impact that it would have on the Council’s objectives. 

Their primary purpose is to provide a framework for debate on the mitigating 

controls and actions that may be required to reduce the level of risk to the 

council, to an appropriate level. They also allow for progress against actions 

to be monitored, so that a regular re-evaluation of the level of risk can be 

undertaken. 

 

Using a Risk Register as a Risk Action Plan 

 

3.2. The Council uses a well-constructed and dynamic risk register at the heart 

of a successful risk management process. It has chosen not to use a static 

register that records the status of risk management activities at a moment in 

time. The practical implications for this strategy are that often producing a 

static register may be considered as fulfilling risk management obligations 

and no ongoing actions are required. The risk register should be considered 

as a risk action plan that records the status of Services with respect to risk 

management but also provides a record of critical controls that are in place, 
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together with details of any additional controls that need to be introduced. In 

its production the risk register will clearly establish the responsibility of 

Officers for undertaking the actions identified. 

 
3.3. The Corporate Risk Register is owned by the Senior Leadership Team. 

This identifies, assesses and monitors the most significant risks to the 

Council. This is revised quarterly and emerging risks are added as required, 

with controls, actions and scores reviewed and challenged. 

  
3.4. Each Service has a Service Risk Register to ensure that operational level 

risks are also identified, assessed and monitored. These risk registers are 

reviewed and revised quarterly on a formal basis at Service Management 

Team meetings, but emerging risks are added as required and they are 

effectively a ‘live’ register. 

 

3.5. For programme and/or project risk registers, it is considered good 

practise for these to be reviewed and updated on a monthly basis. However, 

this needs to be proportionate to the complexity of the programme and 

project and the frequency will be determined by the programme board. Only 

programmes on the strategic risk register will be monitored corporately for 

compliance. 

 

Assessing Risks  

 

3.6. To assess risks adequately we identify the likelihood of the risk occurring 

and the impact on our objectives. Both are rated on a scale of one to five 

and the two scores are multiplied together to provide an overall risk rating. 

This is known as the Inherent risk. 

 

3.7. The purpose of the risk assessment is to provide a framework for a 

discussion on whether the level of risk, either likelihood or impact, could be 

reduced. Though there is guidance on how risks should be scored, there will 

always be a degree of subjectivity in assessments – they involve judgement 

as well as measurement.  

 
3.8. Through recent changes to the Risk Register format, the council has 

introduced the concept of Anticipated Risk Direction. This is a graphical 

representation of the estimated risk direction over the next 12 months. The 

aim is to move the discussion on risk away from the mechanics of the 

scoring/ranking, focussing instead on where the council could or should be 

doing more to reduce risk and effectively monitoring the progress of those 

activities. This also requires consideration on where it does not feel that 

additional controls or actions are required or cannot be done within 

resourcing or funding constraints. 



Risk Appetite  

 

3.9. Once risks have been scored for both Likelihood and Impact, they are 

multiplied together to determine the risk score. The Risk Appetite Scoring 

Framework (Fig. 3) represents the Council’s level of concern about the risk. 

Figure 3. Risk Appetite Scoring Diagram 
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Likelihood 

 
 

3.10. Green risks indicate our current Risk Appetite Level. Risks at or below this 

level attract minimum effort and resources. This recognises that while it may 

not be possible to remove the risk completely, the Council has a level of 

comfort that the likelihood and/or impact is sufficiently low. 

 

3.11. Risk appetite is best summarised as “the amount of risk an organisation is 

willing to seek or accept in pursuit of its long term objectives’. The Council 

aims to be risk aware, but not overly risk averse and to actively manage 

business risks to protect and grow the organisation. To deliver its corporate 

priorities, the organisation recognises that it will have to manage certain 

business risks. However, the identification of the risk appetite requires 

judgement, and this judgement may be exercised within the various services 

of the Council. To help managers decide on the risk appetite for their 

respective services, the Council has agreed the following risk appetite 

statement: 

 
 
 
 
 
 
 

Risk tolerance levels 
 

“The Council is not willing to accept risks in circumstances that may 

result in reputation damage; financial loss or exposure; major breakdown 
in IT systems; significant incidents of regulatory non-compliance; or the 

potential risk of injury to staff, residents, service users’ or the 
environment. 

 



3.12. In order to help prioritise the identified risks and develop appropriate actions 

the Council has determined its ‘risk tolerance levels,’ - what is an acceptable 

level of risk to the Council; 

 
10 or less – Low, a negligible risk, considered acceptable, no further action 
required where there is no foreseeable further risk of harm or discomfort; 
and any foreseeable risk is no more than inconvenience; 
 
11 to 15 – Medium, considered acceptable, no further action required, other 
than ensuring controls in place are effective and that the associated costs 
are not excessive, risks are not being over controlled; and 
 
15 to 25 - High, these risks may require some additional controls to reduce 
likelihood/impact and continual monitoring of effectiveness of controls. 

 

Risk Hub  

 

3.13. All Service and Corporate Risk Registers are maintained and accessed in a 

central folder, monitored by the Risk Manager. This provides visibility on all 

risks across the council and should any risks feature on multiple registers, 

these can be considered collectively to avoid duplication of effort. Each 

Service will be able to look at all Service Risk Registers, so that it can 

consider whether any risks within other Services could have an impact 

elsewhere.  

 

3.14. The Risk Manager can also ensure that the Risk Registers are updated and 

reviewed within the agreed timescales. 

 

Escalation of Significant Risks  

 

3.15. Service Management Teams will consider any risks of sufficient significance 

for inclusion on their Service Risk Register. Any risk that has a mitigated 

score above 11 will be escalated to the Senior Leadership Team to ensure 

Management level visibility and challenge of all significant risks. The 

Leadership Team will decide if the risk is to be included on the Shared 

Services Risk Register or is best managed at Service level, particularly 

where the risk is of a specialist nature.  

 

3.16. In exceptional circumstances, highly significant risks requiring immediate 

action can be escalated to the Senior Leadership Team at the next available 

meeting.  

 

 

 
 

The Service Risk Registers now have the same format. This allows 

ease of escalation from Service to the Shared Services Risk Register 
and consistency across the Council.  

 



Programme and Project Management Risks  

 

3.17. All projects should undertake a risk assessment at the project initiation 

phase and then regularly through the life-time of the project. A project risk 

register should be used to capture these risks and monitor the effectiveness 

of controls and the progress of actions.  

 

3.18. Any projects that are classified as ‘small’ or ‘operational’ will not be 

monitored corporately and the frequency of review will be determined by the 

programme/project board.  

 

3.19. Any programme/projects with significant or increasing risks can be escalated 

to the Service or the Shared Service Risk Register. 

 
3.20. Risks the Council faces can be, strategic, operational or within 

programme/projects: 

 

 Strategic risks  relate to risk that could affect delivery of the Councils 

priorities and long term goals; those that could have 

a Council-wide impact and operational risks 

requiring corporate control and monitoring. 

 Operational risks relate to risks that could affect the delivery of the 

business unit/service objectives and outcomes 

including risks connected with the internal 

resources, systems, processes, and staff. 

 

 Programme/Project risks 

Projects   

3.21. Risk management at project level is most often focused on individual risks 

that, should they occur, will affect the project’s objectives. It is, however, 

also important for the project manager to understand the overall risk 

exposure of the project, so that this can be reported to the project sponsor 

and other stakeholders. 

 
3.22. Risk management must be closely aligned to schedule management. Cost, 

time and resource estimates should always take risks into account. 

 
3.23. The project manager is accountable for ensuring that risk management 

takes place. Depending on the size and complexity of the project, a 

specialist risk manager may be appointed to oversee and facilitate the risk 

management process. 

 

Programmes 



3.24. The programme will establish a common framework and standards for risk 

management across the programme. This will enable comparison of risk, 

reduce the time taken to initiate management processes at project level, and 

help identify interdependencies between risks across the programme. The 

common framework will be set out in the programme risk management plan.  

 

3.25. Programme risk management is made up of two distinct areas of focus: 

 

 project risk escalation and aggregation; 

 wider business risk and risks to benefit achievement. 

 
3.26. Programme risk management addresses any individual risks at project level 

that, if realised, will have a wider impact. Project risks that cannot be 

effectively managed within projects and within contingency are escalated to 

the programme for attention and/or action. In addition, related or common 

risks within individual projects may combine or aggregate to have an effect 

at programme level, in which case they also need to be escalated.  

 

3.27. Programme risk management also considers any risks delegated from the 

portfolio or strategic level, as well as risks arising directly at the level of the 

programme itself. Programme risks are likely to focus on prioritisation of 

programme components, allocation of resources, interfaces and interactions 

between programme components, the ability to deliver change management 

activities within the programme, and cumulative risks arising from the 

combined impact of the project risks. 

 

Risk Management within the Internal Control Environment 

  
3.28. Risk Management forms only one element of the system of internal control. 

Internal Control may be defined as those elements of the Council, including 

resources, systems, processes, culture, structure and tasks that, taken 

together, support the achievement of the council’s objectives.  

 
3.29. It also contributes to the safeguarding of public funds, assets and the 

promotion of best value for money. Internal control also facilitates the 

effectiveness and efficiency of operations, helps to ensure the integrity of 

internal and external reporting and contributes to compliance with laws and 

regulations. While the Risk Management approach and Risk Registers form 

one element of internal control, others include: 

  
3.30. Policies and procedures: - A series of policies underpin the internal control 

process. Examples include the Health and Safety Policy Statement, 

Business Continuity Strategies and Insurance Policies.  

 



3.31. Business planning and budgeting: - The corporate planning and 

budgeting process is used to set objectives, agree action plans, and allocate 

resources. Progress towards meeting corporate plan objectives is monitored 

through quarterly performance reports. 

  

3.32. Annual review of effectiveness: - The Shared Internal Audit Service 

undertakes an annual review of the effectiveness of internal control 

(reported to Audit Pensions and Standards Committee in June) which 

includes consideration of the risk management strategy, policies and 

implementation, and identifying any fundamental control failings or 

weaknesses. 

  

3.33. Annual Governance Statement: - This is a statutory document which 

explains the processes and procedures in place to enable the council to 

carry out its functions effectively. It is produced following a review of the 

council’s governance arrangements and includes an action plan to address 

any significant governance issues identified. 

  

3.34. Audit Pensions and Standards Committee: - The Committee receives 

reports on internal controls and alerts Cabinet to any emerging issues. In 

addition, it oversees internal audit, external audit and management as 

required in its review of internal controls. The Committee provides advice to 

the Council on the effectiveness of the internal control system, including the 

Council's system for the management of risk.  

 

3.35. Internal Audit Programme: - The internal audit plan is developed around 

the Council’s objectives and uses the assessment of the fundamental risks 

and it includes an assessment of the effectiveness of the risk management 

process.  

 

3.36. External Audit: - External audit informs the Audit, Pensions and Standards 

Committee on the operation of the internal financial controls reviewed as 

part of the annual audit. 

 

Monitoring and Reporting of Risks 

 

3.37. Risk Management is a continual process requiring regular review to ensure 

appropriate actions are taken at the right time. Risk registers will be kept up 

to date, enabling the Council to record, prioritise, manage risks and produce 

meaningful reports, aligning risks to the Council’s objectives. 

 

 Strategic risk registers will be reported to Senior Leadership Team and 

Audit, Pensions and Standards Committee on a quarterly basis. These will 

include all ‘top down’ risks and those ‘bottom up’ operational risks that the 



Business Delivery Board have agreed should be included onto the 

Councils strategic risk register; 

 

 Operational risk registers will be reported to relevant Service 

Management Teams on a monthly basis and will be reviewed by the Risk 

Manager on a quarterly basis. Particular attention will be paid to ‘red’ risks 

or those highlighted by the relevant risk champion for consideration for 

inclusion onto the Council’s strategic risk register; 

 

 Programme/project risks registers, will be reported to the relevant 

Programme/Project Board and Management Teams and should be 

reviewed by the relevant project manager/board on a regular basis. High 

level risks should be reported quarterly and will be considered for inclusion 

onto the Councils strategic risk register. In addition to the above, the Audit, 

Pensions and Standards Committee will approve the top risks, risk 

appetite and reporting protocols and review the effectiveness of the risk 

management process. 

 

Contingency planning 

 
3.38. Part of the risk management approach for the Council will be to have a 

robust business continuity plan that will deal with contingencies that may 

arise and prevent the provider from continuing in their role and delivering 

services, either in the short or long term. It should be considered what role 

the service provider can play in this, through the sharing of information, 

training exercises and joint business continuity plans. 

 

Requirements for partner organisations 

 
3.39. In order for the council to maintain its responsibilities for overseeing the 

management of the risks it will be necessary to agree a good quality system 

of information reporting. 

 
3.40. Commissioners should consider what form and frequency of information will 

be useful to them. Every service contract will be uniquely tailored; however, 

it is desirable to have a consistent approach across the Council on key 

aspects of contract management. To support this, the following guidelines 

outline typical requirements for the service provider. 

 

Contract Management risk reporting  

 

3.41. The contract management process should require regular (usually quarterly) 

reporting from delivery units on the following: 

 



 Status and actions regarding any risks where the Council has a 

degree of retained risk; 

 In addition, it is recommended that there are appropriate channels for 

the service provider to report to the Council; 

 Any new emerging risks that would score 12 or more; 

 Any serious risk incidents that occur. 

 
3.42. In order to support transparency and accountability, where commissioners 

believe it will be advantageous, providers should report annually: 

 

 Full risk register for the services delivered, thus demonstrating the 

overall approach taken to assessing and dealing with risks and 

providing the Council with broader comfort on how risk management is 

treated. 

 

 Outline plan for risk management strategy in the forthcoming year. 

 
3.43. To maintain good practice on risk reporting throughout the life of the 

contract, it is suggested that the contract terms should specify a post-holder 

or group within the delivery unit that will take a lead on monitoring and 

reporting risks to the Council. It would be helpful for a defined committee or 

panel to have responsibility on the Council’s part for receiving these reports. 

Such a group would usually work closely with performance management. 

 

 

 

 

Information sharing 

 

3.44. Within the contract arrangements the right of access to data associated with 

the service delivery for the Council or its agents must be clearly established, 

including access for audit and assurance procedures. The scope of access 

and the typical inspection routines will be individually negotiated but should 

include appropriate opportunity for the Council to gain assurance that the 

provider is meeting the required performance standards and is dealing with 

business in a manner consistent with the Council’s understanding. The 

Council should also consider the eventuality where there are signs of failure 

on the contract delivery, and whether any additional access may be required 

in such circumstances. 

4. Treasury and Pensions Fund Risk Management 

 

4.1. Risk management should be considered in relation to all aspects of Local 

Government Pension Scheme management. The importance of 



understanding risk applies as much to the administration of the benefits as it 

does to the investment of funds. The overarching risks for a Local 

Government Pension Scheme fund are the possibility of not having sufficient 

funds to pay members' pensions and having insufficient resources to deliver 

the responsibilities of the fund. As a funded scheme, investment of funds 

brings a multitude of risks that need to be addressed, from ensuring that the 

investment strategy reflects the latest understanding of the funds liability 

profile, to the risk of individual stock selection in actively managed funds and 

the possibility of capital loss on a stock. 

 
4.2. Risk management is an issue for all those involved in the management of 

the Local Government Pension Scheme fund. This includes the members of 

the pensions committee, the officers managing the Local Government 

Pension Scheme fund and the fund administrator. It does not stop there, the 

importance of the fund having appropriate risk management is an issue for 

all members of the administering authority, even though management of the 

fund will be a delegated function, all employers within the fund need to seek 

reassurance.  

 
4.3. Looking at the role of the pension committee member, risk management 

responsibilities include:  

 ensuring the risk strategy and risk register are kept up-to-date; 

 ensuring that the fund investment strategy and the management of 

investments adequately examines all the risks and how these can 

be mitigated; 

 being aware of the risks involved in custody arrangements and how 

they are being managed; 

 taking a strategic view of the level of risk involved in actuarial 

valuations, the key assumptions and the suitability for employers in 

the fund, including the reasonableness, for example, of investment, 

interest rate and mortality forecasts; 

 ensuring that appropriate policies are in place to deal with the 

admission of employers into the fund and the departure of 

employers; 

 examining and seeking assurance that all risks around the 

administration of the fund are being adequately managed; 

 ensuring that the risks relating to individual employers are identified 

and managed; 

 being aware of reputational risks and regulatory and compliance 

risks and the action taken to manage these risks. 

4.4. Effective treasury management is about the management of risk. Interest 

rate risk, liquidity risk and credit risk are all distinct, and require careful 



monitoring and management in a debt or investment portfolio. For the 

Council, the priority is on managing risks prudently more than maximising 

return. The techniques for managing investment portfolios in the Council are 

well developed. 

5. Business Continuity and Emergency Planning Risk Management 

5.1. The Director of Safer Neighbourhoods is the nominated director with 

responsibility for organisational Business Continuity and Emergency Planning 

risk management. Their role is to ensure that risk management issues are 

properly addressed by both the Senior Leadership Team and more widely in 

the organisation. In particular the Director responsible for organisational 

Business Continuity and Emergency Planning must; 

 Be Prepared: Staff and services should be prepared and know their roles 

and responsibilities; 

 

 Ensure continuity of response: our emergency response is grounded in 

existing functions and familiar ways of working even if delivered at a greater 

tempo. (Normal services in abnormal circumstances); 

 

 Ensure devolution of responsibility: Decisions need to be made at the lowest 

appropriate level with co-ordination at the highest necessary level.  

 

 Ensure Direction: Clarity of purpose delivered through a strategic aim set at 

the most appropriate level. 

 

 Ensure integration: Effective co-ordination between functions of the council 

and external organisations. 

 

 Maintain effective communication: Reliable information must be passed 

correctly and without delay amongst those who need to know including the 

public. 

 

 Co-operate: Mutual trust and understanding will facilitate information sharing 

and deliver solutions to issues that arise. 

 

 Anticipate: Risk identification and analysis is undertaken to anticipate and 

manage the consequences of any emergency. 



6. Fraud Risk Management 

6.1. The Senior Leadership Team acknowledge its responsibility for ensuring that 

the risks associated with fraud and corruptions are managed effectively 

across all parts of the organisation. 

Specific steps include: 

 The Senior Leadership Team acknowledge the threats of fraud and 

corruption and the harm they can cause to the organisation, its aims and 

objectives and to its service users. 

 

 The Senior Leadership Team acknowledge the importance of a culture that 

is resilient to the threats of fraud and corruption and aligns to the principles 

of good governance. 

 

 Operational Management acknowledges its responsibility for ensuring the 

management of its fraud and corruption risks and will be accountable for the 

actions it takes through its governance reports. 

 

 The Corporate Anti-Fraud Service has a specific goal of ensuring and 

maintaining its resilience to fraud and corruption and explores opportunities 

for financial savings from enhanced fraud detection and prevention.  

 

6.2. Fraud risk identification is essential to understand specific exposures to risk, 

changing patterns in fraud and corruption threats and the potential 

consequences to the organisation and its service users. 

 

 

 

Specific steps include: 

 Fraud risks are routinely considered as part of the Council’s risk 

management arrangements. 

 

 The Council identifies the risks of corruption and the importance of behaving 

with integrity in its governance framework. 

 

 The Council published estimates of fraud loss in reports to Audit, Pensions 

and Standards Committee, and where appropriate its own measurement 

exercises, to aid its evaluation of fraud risk exposures. 

 



 The council evaluates the harm to its aims and objectives and service users 

that different fraud risks can cause. 

7. Health and Safety Risk Management 

7.1. The Director of Environmental Health is the nominated director with 

responsibility for organisational health and safety. Their role is to ensure that 

health and safety risk management issues are properly addressed by both 

the Senior Leadership Team and more widely in the organisation. In 

particular the Director responsible for Health and Safety must; 

 

 Ensure that the Senior Leadership Team give due regard and consideration 

to health and safety matters; 

 

 Ensure that the Chief Executive and Senior Leadership Team is kept 

informed of, and alert to relevant health and safety risk management issues; 

 

 Ensure that the Senior Leadership Team regularly review health and safety 

performance in their service departments. (this must be done at least 

annually); 

 

 Ensure that Senior Leadership Team reflects current business priorities with 

due regard to the health and safety policy statement; 

 

 Be kept informed about any significant health and safety failures, and of the 

outcome of the investigations into their causes; 

 

 Ensure that Senior Leadership Team address health and safety implications 

of ALL decisions; 

 

 Ensure that health and safety risk management systems are in place and 

remain effective; 

 

 Ensure that the Council’s Corporate Safety Team is adequately resourced to 

fulfil the council’s statutory duty with respect to health and safety and 

welfare at work issues. 

8. Information Risk Management 

 
8.1. The Chief Information Officer is the nominated director with responsibility for 

Information Management. Their role as Senior Information Risk Officer is to 

ensure that Information risk management issues are properly addressed by 

both the Management Board and more widely in the organisation. In 

particular the Director responsible for Information Management must; 



 

 Ensure a culture of good information risk management, own the overall 

information risk policy and procedures and advise the Departments on 

acceptable levels of information risk; 

 

 Ensure that a fundamental part of the Information Asset Owner’s role is to 

provide formal assurance concerning their information assets; 

 

 Develop the information risk register and a template for the mandatory 

reporting on information risk; 

 

 Demonstrate best practice in terms of its information security management 

and compliance with ISO27002; 

 

 Provide regular assurance and visibility to the Senior Leadership Team 

about current information risks and appropriate risk treatment. 

9. Insurance Risk Management 

9.1. The Insurance Service supports the council and its customers by managing 

their respective insurance policies, handling claims in-house and through the 

council’s insurers and also providing loss control advice. Loss control is a 

risk management technique that seeks to reduce the possibility that a loss 

will occur and/or reduce the severity of those that do occur.  

10. Procurement Risk Management 

10.1. Risk management is an integral part of procurement. Effective risk 

management requires an understanding of the relationship between 

procurement and organisational objectives. The council’s procurement 

professionals are well positioned to play a significant role in improving risk 

management practices, through contributing their expertise as strategic and 

commercial risk managers. 

 
10.2. Procurement’s role is to ensure that the council has a predictable supply of 

the external input/s it requires, offering demonstrable value for money and 

delivered in a cost-effective manner to support the attainment of the 

council’s objectives. While its traditional role is in dealing with upstream 

suppliers in a supply chain context, it may also deal with downstream 

transactions, e.g. for logistic support in distribution of finished product. By its 

nature, procurement exposes an organisation to risk. Procurement practices 

have, for this reason been developed with inbuilt controls designed to deal 

with that risk, for example purchasing through public or selective tendering, 

in the right circumstances, will encourage competition and diminish the 

scope for corruption and collusion in acquisition processes. 



 
10.3. Risk in procurement, however, is often considered from a transactional 

viewpoint where risk management is focused on the things that can “go 

wrong” in the procurement process. This view is concerned with events that 

may contribute towards: breakdown in process; failure to comply with 

required processes; and, inadequacy of process to achieve the commercial 

outcome required. 

 
10.4. The standard approach is to apply risk management at key stages in a 

procurement or project lifecycle. This approach is valid as it is at key stages 

that there may be material changes to the buyer/supplier, relationship or 

environment, resulting in the need to revisit the identified risks to determine 

if the treatment strategies are adequate, or new strategies may need to be 

developed. 

 
10.5. The procurement professional must however, retain the sources of risk at 

“front of mind”. In some instances, it may not be adequate to wait until the 

next stage of the process to reconsider risk. Organisational objectives may 

change, suppliers may fail to perform or become insolvent, regulatory 

environments may become more onerous and relationships can weaken, all 

between defined milestones of the project. 

 
10.6. At the strategic level, risk should be applied during the corporate and 

procurement planning cycle. This is necessary to ensure alignment of 

objectives is established, maintained and communicated. 

 

Ends 
  



APPENDIX 2 

Benchmarking Risk Management. 
 
The Federation of European Risk Management Associates benchmarking data in 
collaboration with, AIG, Chubb, EY, Marsh and XL Catlin.  

 
1. The survey was divided into 2 parts: 

 
A. RISK MANAGEMENT PROFESSION AND PRACTICES IN EUROPE:  
This part sought to reinforce the understanding and positioning of the risk 
management role. 
 
B. EUROPEAN INSIGHTS ON RISK MANAGEMENT:  
This part sought to identify the main priorities for risk and managers to ensure 
that FERMA supports its members’ needs and expectations about the risk 
management function. 
 

The survey received 634 responses and was conducted from April to June 2016. 
 

2. Methodology. 
 
2.1. The FERMA European Risk Survey 2016 is a fully online project. The 

population of the study is composed of all FERMA members (22 national 
associations in 21 countries) and contacts from AIG.  
 

2.2. In total, 4.407 invitations were sent: 634 participants responded to parts one 
and two, of which 406 also answered to the third optional part of the 
questionnaire. This represents a response rate of 14%, which makes it a 
good representative sample of the profession.  

 
2.3. The similarity in the respondents between the previous survey in 2014 and 

the latest version confirms that the findings are an expression of views across 
the European risk management community. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
A. RISK MANAGEMENT PROFESSION AND PRACTICES IN EUROPE 

 
1. Sector. 

 
Chart 1. Sector of activity 

 
 

FERMA insight. 
1.1. While capital intensive industries face more risks than services industries, the 

very reason the majority of respondents work within these sectors the rise of 
cyber risks is set to change this balance. In the future, we are likely to see 
higher proportions of risk managers in service industries as cyber risk 
continues to grow with further advancement in technology.  

 
2. Risk Management Team. 
 

2.1. Risk Management team in larger companies include at least 4 people: 
 
o 60.6% of respondents from companies with turnover over 1 billion EUR 

have RM team of >4 FTE 
o 77% of respondents from companies with turnover over 5 billion EUR 

have RM team of > 4 FTE 
o The larger company, the larger the risk management team (same as in 

2014) 
o More than half of European companies have up to 3 FTE dedicated to 

Risk/Insurance Management. 
o LBHF have 1 FTE Shared Resource with RBKC. 
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Chart 2. Number of Full Time Equivalents Dedicated to Risk Management. 

 
 
3. Reporting 

 
Chart 3. – Management reporting. 

 
 

3.1. At LBHF the Risk Manager reports quarterly to the Interim Director of Audit, 
Fraud, Risk and Insurances, Hammersmith and Fulham Business Board (now 
Business Delivery Board) of which both the Chief Executive and Strategic 
Director of Finance are members, and also to Audit, Pensions and Standards 
Committee. Individual Risk Champions in departments report to their 
Management Teams. 
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Chart 4. Reporting lines of Risk Managers - detailed responses. 
 

 
 

3.2. At LBHF the Risk Manager reports to the Interim Director of Audit, Fraud, 
Risk and Insurances. 

 
Chart 5. Risk Management interactions with Top Management/Board. 
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FERMA insight. 
3.3. A majority of respondents (51%) formally present Risk Management activities 

to the Board/Top Management several times a year. Nevertheless, FERMA 
noted that one third of respondents still have limited interaction with Top 
Management. 

 
3.4. At LBHF the Risk Management interaction with Top Management can be 

considered as Advanced. 
 

Chart 6. Relations between Risk Management and other functions 
 

 
 
 
 

FERMA insight. 
3.5. Risk managers are forging closer relationships with the finance function, 

compared to 2014, with investments/ investor relations, treasury and 
business budgets entering into the second-rank category. This suggests that 
risk managers are more involved in financial monitoring and financial 
decision-making, than two years ago. The IT department is only a third-rank 
partner of the risk management function, which is surprising with IT-related 
risks and cyber-attacks on the rise. 

  
3.6. The survey indicates that cyber threats continue to be seen as an IT problem 

and not an enterprise-wide risk management issue. For Enterprise Risk 
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Management to be effective, more needs to be done to fully integrate the 
governance and risk management of technology risks across the business. 

 
3.7. At LBHF the Risk Manager also liaises with the finance function, Capital and 

Revenue Monitoring reports are reviewed so as to identify risks identified 
from the finance community. There are strong ties with Corporate and 
Devolved department colleagues and Officers in specialised areas such as 
Business Continuity, Health and Safety, Internal Audit, Insurances, Counter 
Fraud and Information Management.  

 
4. Risk Mapping 
 

4.1. The survey results previously revealed that risk mapping was an embedded 
activity in Risk Managers’ agenda. The above graph confirms this trend as 
75% of the respondents perform risk mapping: 49% from corporate level 
down to divisions and business units and 26% at corporate level. 
 

4.2. The study indicates a negative trend in the deployment of the risk mapping 
from corporate level down to divisions and business units (49% in 2016 vs. 
55% in 2014 vs. 62% in 2012). 

 
Chart 7. Is risk mapping embedded? 

 

 
 
 
 
 
 
 
 
 

 
 
 
 

5% 

16% 17% 

62% 

8% 

15% 

22% 

55% 

11% 
14% 

26% 

49% 

EMERGING MODERATE MATURE ADVANCED 

2012 2014 2016

No risk 
mapping 
approach in 
place yet 

Emerging Moderate Mature Advanced 

Partial 
approach  
in place 
(certain 
business 
units/areas, 
risks…) 

Approach in 
place  
at global 
corporate 
level 
(strategic, 
financial, and 
operational) 

Approach in 
place from 
corporate 
level down to 
divisions  
and business 
units 

Maturity  



B. RISK MANAGEMENT PROFESSION AND PRACTICES IN EUROPE 
 

5. Top Ten Risks 
 

 Chart 8. Top risks 
 

 

 
 
6. Risk Mapping 

 
6.1. The study reveals that the economic conditions are currently seen as the 

number one threat to successful achievement of an organisation’s strategic 
objectives in terms of impact and likelihood. This is demonstrated by its surge 
to first place from fifth in 2014 and its mention by 63% of respondents 
compared to 47% in 2014. 
 

6.2. Business continuity disruption has made an entrance into the top 10 and 

jumped straight into second place. Political/country instability, non‐
compliance with regulation and legislation, and competition complete the top 
five risks, selected by over half of respondents. 

 
6.3. Concern has increased about digital risks in various forms and interest rate 

and foreign exchange exposures. The latter is most likely linked to the top 
risk of threats to economic growth. 

 
7. Risk strategy 

 
7.1. The economic environment and political instability are considered the highest 

accepted risks, and these are also the areas of risk with the lowest level of 



mitigation, because there are limits to what businesses can do to 
mitigate/hedge against such forces. 
 

7.2. Non‐compliance with regulation and legislation, reputation and brand, and 
cyber and IT‐related risks have a lower acceptance level. Here, risk transfer 
or risk reduction can be used. 
 

7.3. 'Reduction' and 'Acceptance' are the most common strategies, risk transfer 
being a viable alternative. Risk managers are willing to put in place 

 
Chart 9. Risk coverage strategy, tailored approached to risks. 
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7.4. 5 high risks have a low level of mitigation ("improvement zone")  
 

7.5. The survey indicates that out of the five risks in the improvement zone, three 
are strategic or external risks: 

 

‐ Political, country instability 
‐ Economic conditions 
‐ Market strategy, clients 
 
Two operational/internal risks in the improvement zone are not included in 
the top 10 risks but are key topics for risk management: 

‐ Human resources / key people, social security 
‐ Supply chain 

 
7.6. The two new risks join the top 10 in the monitoring zone 

 
7.7. The monitoring zone represents high risks that are assessed with a better 

level of mitigation than others. Most operational risks can be found in this 
zone and are high on the agenda for risk management. The two newly 

introduced risks in the top 10 ‐ business continuity disruption and cyber 
attacks/data privacy – directly join the monitoring zone. 

 
 

 
 
 
 
The improvement zone represents high risks with a low level of mitigation. 
 
 
Ends 
 
 



 

Benchmarking exercise – London Councils, Risk Management - July 2016 
 

APPENDIX 3 

Author – M Sloniowski 

Notes: 
1. Latest data extracted from Councils own websites in July 2016. 

2. One London Council's Committee Pages would not work therefore it was not possible to ascertain any details for that 
organisation. 

Area  % Comments  

Number of Councils  33 100  

Inner London 12 36.36  

Outer London 20 60.61  

City of London 1 3.03  

Reporting, audience % Comments 

Corporate risks reported to Committee with 
Audit responsibility 

31 93.94 LBHF report corporate risks to Audit, Pensions, and Standards 
Committee. 

Corporate risks not reported to Committee 
with Audit responsibility 

1 3.03  

Corporate risks reporting - destination 
unknown 

1 3.03  

Frequency of reporting % Comments 

Risks reported to Committee - Annually 3 9.09  

Risks reported to Committee - Bi-Annually 1 3.03  

Risks reported to Committee - Quarterly 15 45.45 LBHF report on a quarterly basis to Committee. 

Risks reported to Committee - Infrequently 11 33.33 Of those Committees who received infrequent reporting a 
number were informed of a desire to report more regularly or 
Members expressed their desire to have more regular reporting. 



Risks reported to Cabinet Quarterly but 
infrequently to an Audit Committee 

1 3.03  

Risks not reported to Committee 1 3.03  

Risks reporting - Unknown 1 3.03  

Transparency of reporting % Comments 

Councils who reported their Corporate Risk 
Register on an open agenda 

27 81.82 LBHF report on risk on an open agenda. 

Councils who reported their Corporate Risk 
Register on an exempt agenda 

4 12.12  

Councils who did not report a Corporate Risk 
Register on an exempt agenda 

1 3.03  

Councils who it was unknown whether their 
Corporate Risk Register was on an open or 
exempt agenda 

1 3.03  

Councils who have Risk Management 
Implications in their reporting template. 

22 66.67 LBHF have risk implications on the Committee reporting 
template. 

Councils who do not have Risk Management 
implications in their reporting template. 

9 27.27  

Councils where it was unknown whether Risk 
Management implications were in a reporting 
template 

2 6.06  

Councils who reported Service Level Risks to 
Committee 

12 36.36 LBHF incorporate service level risks in reports to Committee. 

Councils who did not report Service Level 
Risks to Committee 

20 60.61  

Councils whom it was not known if Service 
Level Risks were reported to Committee 

1 3.03  

Risks 

Number of risk registers available for review 27   

Total number of risks identified 82   



Most Common Risk Types  Number of 
Councils 
identifying 
this risk 

Identified 
on LBHF 

Risk 
Register % 

1. Financial (both the in-year budget risks, savings, and those in the medium-term, 
budget setting and delivery, reduction in grant settlement) 

24 Risk 
Number 1 

29.27 

2. Business continuity, Council Resilience, Civic Office or Centre failure, ICT Failure 19 Risk 
Number 6,7 

23.17 

3. Emergency planning, City/Area resilience, Large Scale Incident, Terrorism, 
Responsiveness 

16 Risk 
Number 6 

19.51 

4. Information governance, management, security, and loss of data) 16 Risk 
Number 7 

19.51 

5. Health and safety including Corporate Manslaughter, Assaults on staff, Safety of 
Enforcement Officers, Considered Low Priority  

15 Risk 
Number 8 

18.29 

6. Safeguarding children 14 Risk 
Number 9 

17.07 

7. Strategic Housing (Lack of affordable, quality Housing, Homelessness, demand, 
delivery of projects, community investment) 

13 Not 
recorded 

15.85 

8. Safeguarding adults 12 Risk 
Number 9 

14.63 

9. Contracts (Management, Monitoring, Performance) 12 Risk 
Number 4, 

10 

14.63 

10. Customer Demand (Demographic Changes and Population Growth) and impact on 
Finances, Looked After Children, Special Education Needs, Transport, Adult Care 
Packages, and Temporary Accommodation 

12 Risk 
Number 1 

14.63 

11. Business continuity (Financial Insolvency, bankruptcy of major service provider, 
care provider or transition away from a Shared Service). 

 

10 Risk 
Number 6 

12.20 
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12. The Care Act (including delivering to meet demand and budget available)  10 Risk 
Number 3 

12.20 

13. I.T. Systems (maintain and develop to reliably support services) 10 Risk 
Number 7 

12.20 

14. Partnerships, ineffective, engagement, duplicate systems and or processes, non 
delivery of partner’s objectives, poor or complex governance 

10 Risk 
Number 10 

12.20 

15. Fraud, Corruption and or Bribery (Non-Schools) 9 Risk 
Number 13 

10.98 


